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Thank you to the Commission for inviting me to testify today. I will focus my remarks on how the
pursuit of regime security shapes security cooperation in Chinese foreign policy, with particular
attention to China’s non-military secutity cooperation with other authotitarian regimes."'

The testimony below emphasizes several points. China’s growing security relationships with Russia,
Iran, and North Korea take place in a broader context: China’s emergence as a global security provider,
one that has a different emphasis than the United States and therefore employs a different set of tools
for providing security assistance. These tools reflect China’s emphasis on regime security and internal
stability and control, and are especially — but not only — appealing to authoritarian partners; Beijing
provides security assistance to a range of countries where such assistance serves and advances China’s
conception of its regime security interests. One key driver of security cooperation between China,
Russia, Iran, and North Korea, however, appears to be a shared perception not only of the United
States as an external military threat, but a threat to the political security of the authoritarian regimes
that govern each of these countries. The PRC’s security cooperation efforts consist of diplomatic
initiatives and high-level summits (both bilateral and multilateral) that promote and seek to
institutionalize China’s internally-focused, regime-oriented approach to security in global politics, as
well as concrete provision of tools that are useful for those purposes, such as surveillance technology
and police training. Given the conceptual framework and underlying drivers of China’s expanding
global security provision, Beijing is, in future, unlikely to impose a single model of authoritarianism
on others when doing so is unnecessary or counterproductive for Beijing’s objectives — but it will
continue to use security cooperation and to export the tools of authoritarianism where such activities
provide the party-state with a comparative strategic advantage that enhances the security of the
Chinese Communist Party.

China’s Emergence as a Global Security Provider

In the past several years, the People’s Republic of China (PRC) has emerged as a global security
provider. We often speak, especially in the Indo-Pacific, of countries looking to the United States for
security and China for economic prosperity, but that conventional wisdom has been overtaken by
events. Today, China is an increasingly active security provider, especially on its geographic periphery:
in Central Asia, in Southeast Asia, and in the Pacific Islands. Some of this activity takes place under
the auspices of the Xi’s Global Security Initiative, announced in 2022, but other parts of this activity
occur in a bilateral or a regional context.” Thus, while today’s hearing focuses on China’s security
cooperation with Russia, Iran, and North Korea, it is important to place developments in Beijing’s
relationships with these specific countries in the context of the broader trend that is reshaping the
contours of global security.

1T gratefully acknowledge intellectual contributions to several ongoing and forthcoming projects that provide the empirical
and analytical basis for this testimony from the following co-authors: Edward Goldring; Isaac Kardon and Cameron Waltz
at the Carnegie Endowment for International Peace; and Adam Klein and Rana Siu Inboden at the Strauss Center for
International Security and Law, University of Texas-Austin. Views expressed here, however, are my own, as are any errors.
This testimony focuses on patterns and trends in security cooperation based on publicly available information; it does not
address economic factors.

2 Sheena Chestnut Greitens, “Xi’s Security Obsession,” Foreign Affairs (July 2023).



The security cooperation offered by the PRC does not mirror the type of security force assistance or
defense cooperation provided by the United States. Instead, the PRC’s security offerings reflect its
own understanding of security, encapsulated by Xi Jinping’s “comprehensive national security
concept.”” This conception of “national” security is regime-centered: it focuses on preserving China’s
socialist system, the authority of the Chinese Communist Party leadership, and Xi Jinping as the core
of that leadership. Under this conceptual framework, internal security is paramount, and international
or foreign policy tools play a supporting role in the pursuit of regime security. Chen Xiangyang, the
head of the China Institutes for Contemporary International Relations (CICIR, affiliated with the
Ministry of State Security), refers to external elements as “auxiliary” to the internal work around which
China’s approach to national/state security is centered.® Correspondingly, China’s security assistance
is relatively more likely to be aimed at augmenting the capacity of recipients/partners to govern their
territory and people, including capabilities that seek to prevent and control internal threats to a specific
regime’s hold on power.’

In establishing security relationships that prioritize stability and control in internal affairs, China
pursues a number of strategic aims — again, centered on supporting Xi Jinping’s vision of regime-
centered “national security.” Perhaps unsurprisingly, Edward Goldring and I find in a working paper
that the strongest predictor of which countries have received Chinese surveillance technology is the
presence and level of that country’s strategic partnership with China.’

By developing police-focused security partnerships with other countries, the PRC improves its ability
to protect China’s overseas interests, whether Chinese businesses or overseas Chinese citizens.” Such
capacities can, in turn, be used to monitor members of the Chinese diaspora or engage in transnational
repression. Security partnerships also provide Chinese officials with information and intelligence
benefits similar to those conferred by China’s military diplomacy,® helping them understand the overall
security environment inside a given country and the threat perceptions of that country’s leaders. Finally,
providing security assistance offers China a way to build presence, partnerships, and ultimately

3 Sheena Chestnut Greitens, “How Does China Think about National Security,” in Maria Adele Carrai, Jennifer
Rudolph, and Michael Szonyi, eds., The China Questions 2: Critical Insights into U.S.-China Relations (Cambridge, MA:
Harvard University Press, 2022).

4 Chen Xiangyang, “H#H T 2% R & R % KX B LA EY % E” [Constructing a New Security Architecture is an
Urgent Need for Coordinating Development and Security], B R & 2# % [National Security Research] (CICIR), no. 1
(2022). The full sentence reads, W43 . W ESME. AL,

5 Sheena Chestnut Greitens and Isaac Kardon, “Security without Exclusivity: Hybrid Alignment under U.S.-China
Competition,” International Security (Winter 2024/25).

¢ Sheena Chestnut Greitens and Edward Goldring, “Exporting Authoritarian Social Control: Drivers and Effects of
China’s Surveillance Technology Exports” (2025). See also Zhongping Feng and Huang Jing, “China’s Strategic
Partnerships: Engaging with a Changing World,” (Brussels: Royal Institute for International Relations, 2014),
https:/ /www.egmontinstitute.be/chinas-strategic-partnership-diplomacy-engaging-with-a-changing-world /

7 Andrea Ghiselli, Protecting China’s Interests Overseas: Securitization & Foreign Policy (Oxford University Press, 2021).
8 Ken Allen, John Chen and Phillip Saunders, Chinese Military Diplomacy, 2003-2016 (NDU Press, 2017).



influence inside the governments of recipient countries, while also potentially opening up new avenues
of coetcion for political purposes, similar to China’s past usage of its economic gravity.’

Instead of being led by the People’s Liberation Army and the Chinese military, this security
cooperation often involves elements of the Chinese internal security apparatus acting as foreign policy
actors. The most active of these is the Ministry of Public Security (MPS), led by Minister Wang
Xiaohong, but other actors engaged in this kind of security cooperation include the People’s Armed
Police (PAP), the Ministry of State Security (MSS, led by Minister Chen Yixin), and the Central-
Political Legal Commission (CPLC, led by Chen Wenqing).

Authoritarian countries are one of two types of countries likely to find Chinese security assistance
appealing. Non-democratic countries are attracted to China’s assistance because their leaders share a
similar underlying aim: keep hold of power through the development and use of an effective coercive
apparatus. Xi’s December 2023 state visit to Vietnam, for example, produced explicit agreement to

strengthen security and intelligence cooperation to protect regime security (% # B MR % 4 ).10 It
specifically referred to the need to prevent peaceful evolution, color revolutions, and separatism, all

perceived vectors for corrosive foreign influence, often (though not always or solely) from the United
States.

Similarly, China’s geopolitical alignment with countries such as Russia appears to have strengthened
because both Beijing and Moscow view the United States not only as an external military threat, but
as a threat to regime security. The February 2022 Russia-China Joint Statement referred to standing
against “attempts by external forces to undermine the security and stability in their common adjacent
regions” and asserted that Russia and China would “increase cooperation” to “counter interference
by outside forces in the internal affairs of sovereign countries under any pretext” and “oppose colour
revolutions.”"" In June 2022, Xi reportedly affirmed the legitimacy of Russian actions to protect its
interests against ‘“challenges to its security created by external forces.”' Indeed, despite having
distinctive national interests in other ways, the leaders of the countries focused on in today’s hearing
share a fundamental underlying threat perception: they view the United States not only as a threat in
terms of external defense, but as a threat to the security of their hold on power internally.

9 Sheena Chestnut Greitens, “China’s Use of Non-Traditional Strategic Landpower in Asia,” Parameters, Vol. 54, No. 1
(Spring 2024), pp. 34-50.
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December 13, 2023, https:/ /www.gov.cn/yaowen/liebiao/202312/content_6920159.htm

11 “Joint Statement of the Russian Federation and the People’s Republic of China on the International Relations
Entering a New Era and the Global Sustainable Development,” 4 February 2022,
http://en.kremlin.ru/supplement/5770.
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A second set of countries, however, may be attracted to Chinese security assistance for different
reasons: out of genuine and legitimate desire to reduce violent crime and improve citizen safety. For
these countries, China is, too often, the partner whose assistance is available, quick, cost-effective, and
relevant, as compared to the possible offerings of the U.S. and its allies and partners.” As a result,
today, countries are not simply reluctant to choose between prosperity from China and security from
the United States, but — in many cases — unwilling to choose between the kind of security assistance
offered by U.S. defense cooperation and the internally-focused security cooperation offered by the
PRC. To craft effective solutions to this problem, the United States will need to understand the
motivations of partner/recipient countries, and develop tailored solutions that address the undetlying
drivers in each instance.

The U.S. and China offer different kinds of security benefits to partners, aligned with their respective
conceptions of “security,” and — in notable contrast to the Cold War — Beijing and Washington are
both weak at providing the kind of security assistance at which the other excels. Globally, China’s
emergence as a security partner of choice — one focused on internal, nontraditional, and regime
security — has generated what Isaac Kardon and I term “security hybridization” in the contemporary
international environment: a growing number of countries, from Hungary to Vietnam to the United
Arab Emirates, who receive simultaneous security assistance from both the United States and China."
(Former CIA Director William Burns referred to these as “non-monogamous” security relationships. )

The United States sometimes assesses China’s global security presence solely in terms of the PLA’s
overseas military footprint, but if domestic and internal security activities are omitted from these
assessments, Washington could seriously miscalculate its leverage in key strategic relationships, such
as Vietnam and the United Arab Emirates.'
and the United States are each funding different parts of the military-security apparatus, leading to a
potential buildup of counterbalancing security forces, could overlook risks of internal destabilization

Failure to understand the set of countries in which China

in countries the United States considers strategically important. Assessments of the PRC’s global
security footprint, therefore, must be revised to incorporate China’s use of the internal security
apparatus in foreign policy, so that the United States and its allies and partners can better understand
changing risks to political instability in countries around the world, and more effectively engage in
today’s emerging and asymmetric global security competition.'’

13 The issue is not that assistance is completely unavailable, but that it is slower and often piecemeal.
4 Chestnut Greitens and Kardon, “Security without Exclusivity.”

15 William . Burns, “Spycraft and Statecraft: Transforming the CIA for an Age of Competition,” Foreign Affairs, 30
January 2024, https:/ /www.foreignaffairs.com/united-states/ cia-spycraft-and-statecraft-william-burns.

16 Sheena Chestnut Greitens and Isaac Kardon, “Vietnam Wants US Help at Sea, and Chinese Help at Home,” Foreign
Policy, 14 January 2025.

17 An example of this kind of integrated assessment is Ryan Berg and Henry Ziemer, Paper Tiger or Pacing Threat? China’s
Security and Defense Engagement in Latin America and the Caribbean (Washington: CSIS, October 2023).



Authoritarian Collaboration

These global patterns appear in China’s security cooperation with Russia, Iran, North Korea, and
other non-democratic regimes around the world. Iran and Russia show more visible signs of high-
level cooperation on internal and regime security, across a number of dimensions, than North Korea,
but all three countries have engaged in internal security cooperation with China in a number of areas,
including security diplomacy (both bilateral and multilateral), provision of surveillance technology, and
police training. There may also be forms of cooperation occurring — such as intelligence cooperation,
for example — that we are unable to observe from publicly available sources.

Diplomatically, all three countries have expressed support for Xi Jinping’s Global Security Initiative
(GSI). Pyongyang expressed support for GSI in an article in May 2022 by North Korean Vice Foreign
Minister Park Myung-ho."® Iran expressed support in February 2023," as did Russia in March 2023.%
China and North Korea have a treaty alliance — an unusually formal security partnership by PRC/CCP
standards — while Tehran has had a “comprehensive strategic partnership” with Beijing since 2016,
and Moscow’s goes back even further, culminating in the famous “no-limits” partnership language
used at the Putin-Xi meeting in February 2022, shortly before Russia’s invasion of Ukraine.

In 2022, 2023, and 2024, Russia also participated in China’s Global Public Security Cooperation
Forum (GPSCF). GPSCF, formerly known as the Lianyungang Forum, is an annual MPS-hosted
policing and law enforcement summit that is the internal security counterpart to the Xiangshan Forum
hosted by the PRC Defense Ministry. Last year, MPS officials claimed that personnel from over 120
countries, regions, and organizations attended the GPSCF; at this event, Minister Wang announced
that China would provide training to 3,000 foreign police officers in the coming year and proposed a
number of other measures to strengthen global public security, policing, and law enforcement
cooperation.” (There is no public evidence of participation in the GPSCF by Iran or North Korea
during this period, but the Ministry of Public Security does not release a full list of participants.)

In addition, security officials in both Russia and Iran engage in regular, high-level law enforcement
and domestic security meetings with their counterparts in China. (There is almost no data on
interactions between senior internal security officials in China and their counterparts in North Korea,
as is typical of the opacity of the opacity with which the broader PRC-DPRK relationship is
conducted.) Organizationally, the lead actors in these interactions on the Chinese side are the party’s
Central Political-Legal Commission (CPLC), which oversees China’s internal security and law

BB EE S S BIARANAER X XFFENEFHEFATE5LALME H [North Korean Vice Foreign Minister
Park Myung-ho published an article: support China’s efforts to maintain world peace and stability,” 30 May 2022,

https:/ /wotld.huangiu.com/atticle/48DoEba4UkP

19 FMPRC, “Xi Jinping Holds Talks with Iranian President Ibrahim Raisi,” 14 February 2023, http://us.china-
embassy.gov.cn/eng/zgyw/202302/t20230216_11025776.htm

20 FMPRC, “President Xi Jinping Holds Talks with Vladimir Putin,” 22 March 2023, http://us.china-
embassy.gov.cn/eng/zgyw/202303/t20230322_11046184.htm

21 “China Proposes 10 Measures to Handle New Risks at Global Public Secutity Cooperation Forum,” Global Times, 10
September 2024, https:/ /www.globaltimes.cn/page/202409/1319580.shtml; Wang Qingyun, “Police Training Offered
to Enhance Intl Cooperation,” China Daily, 10 September 2024.



enforcement apparatus (the political-legal xitong), and the PRC Ministry of Public Security (MPS).
These meetings are most frequent and regular with Russian counterparts, but there are several publicly
recorded meetings with Iranian officials in either a bilateral or multilateral context during this period.
Table 1, below, shows the publicly-documented meetings held by MPS Minister Wang Xiaohong and
CPLC head Chen Wenging with Russian and Iranian counterparts since they assumed their current
roles in 2022. %

Table 1: China’s High-Level Internal Security Diplomacy with Russia & Iran, 2022-2024

Date PRC Participant Country Event
Sept. 2023 Yang Jiechi Russia China-Russia Strategic Security Consultation
Wang Xiaohong
May 2023 Chen Wenging Russia 11th International Conference of High Representatives for
Security Affairs
July 2023 Chen Wenging Russia Bilateral meetings with Prosecutor General Krasnov
Wang Xiaohong
Sept. 2023 Wang Xiaohong Russia Bilateral meeting alongside Global Public Security
Cooperation Forum
Nov. 2023 Chen Wenging SCO 21st Prosecutors General Conference of the Shanghai
Ying Yong (SPP) (Russia, Iran) | Cooperation Organization (SCO) Member States
Dec. 2023 Wang Xiaohong Russia Bilateral meeting with Russian Interior Minister Kolokoltsev
Jan. 2024 Chen Wenging Iran Bilateral meeting with Iranian Police Chief Ahmad Reza
Wang Xiaohong Radan
Apr. 2024 Chen Wenging Russia 12th International Conference of High Representatives for
Security Affairs
Nov. 2024 Chen Wenging Russia 9th China-Russia Law Enforcement and Security
Cooperation Mechanism Meeting (chaired by Chen &
Russian Security Council chair Shoigu)

Surveillance technology is another area of cooperation: North Korea, Iran, and Russia were among
the earliest adopters of Chinese surveillance technology exports, and their use of Chinese digital
surveillance tools has contributed to stronger authoritarian political control. North Korea was among
the first countries reported to have received Chinese surveillance technology in 2008, when Huawei
helped build and maintain a commercial wireless network (Koryolink) capable of monitoring “just
about everything a North Korean might be doing” on the network.” Because cell phones play a key
role in facilitating market activity inside North Korea, incorporating digital surveillance into
telecommunications infrastructure from the start has allowed the Kim regime to pursue development

22 There are no publicly recorded meetings between Minister of State Security Chen Yixin and his Russian or Iranian
counterparts during this period; however, Chen appears to have met with Russia and Iran in 2018 and 2019 when he was
Secretary General of the CPLC, consistent with the argument that these institutions have the lead in managing non-
military security cooperation with Russia and Iran.

23 Martyn Williams, “North Korea’s Koryolink: build for surveillance and control,” 38North, 22 July 2019,
https://www.38north.org/2019/07/mwilliams072219/; see also https://www.washingtonpost.com/world/national-
security/leaked-documents-reveal-huaweis-secret-operations-to-build-north-koreas-wireless-

network/2019/07/22/583430fe-8d12-11¢9-adf3-f70£78c156e8 story.html
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of “market Leninism” or “party-state capitalism”— a model that, similar to China and Vietnam, blends

regulated market economic practices with Leninist-style political control.**

Iran was also an early adopter of Chinese surveillance technology. A 2020 federal indictment alleged,
for example, that Huawei “installed surveillance equipment in Iran that was used to monitor, identify,
and detain protestors during the 2009 anti-government demonstrations.”” Both ZTE and CETC have
also reportedly provided sophisticated surveillance and “smart city” capabilities to Iran.*

Russia, too, appeared on Huawei promotional materials in 2013-14 that showed the location of its
“Safe City” surveillance platforms around the world, but much of that information has since been
removed and little specific information is available in the public domain. It is worth noting that, like
China, Russia has its own ecosystem of surveillance technology firms that provide digital surveillance
capabilities both domestically and internationally, including to some places that have also received
surveillance technology from Chinese companies.”” Systematic comparison of the two countties’
surveillance exports is a gap in our understanding of this phenomenon and would benefit from further
research, data collection, and analysis.

Iranian, Russian, and North Korean officials have also participated in Chinese police training activities.
In 2017, the People’s Public Security University of China (% B A K /A% A %) hosted 19 Iranian police
officials for a training course.” In 2018, 14 emergency management officials from Iran’s Ministry of
the Interior participated in a two-week “emergency response training course” at Henan Police College
(7 ¥ % Z # %), hosted by the Ministry of Public Security and co-organized by the Henan provincial
public security department, aimed at “sharing China’s experience in disaster prevention, disaster relief,
and emergency management... [and improving]| the ability to deal with non-traditional security

24 Sheena Chestnut Greitens and Benjamin Katzeff Silberstein, “Toward Market Leninism in North Korea: Assessing
Kim Jong Un’s First Decade,” Asian Survey Vol. 62, No. 2 (March 2022).

25 Department of Justice, “Chinese Telecommunications Conglomerate Huawei and Subsidiaties Charged in
Racketeering Conspiracy and Conspiracy to Steal Trade Secrets,” 13 February 2020,
https://www.justice.gov/archives/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-

racketeering; Karen Freifeld, “U.S. Accuses Huawei of stealing trade secrets, assisting Iran,” Rewters, 14 February 2020,

https://www.reuters.com/article/us-usa-huawei-tech-indictment/u-s-accuses-huawei-of-stealing-trade-secrets-assisting-

iran-idUSKBN2072KG /;

26 Steve Stecklow, “Special Report: Chinese tech firm helps Iran spy on citizens,” Reauters, 22 Matrch 2012,
https://www.reuters.com/article/us-iran-telecoms/special-report-chinese-firm-helps-iran-spy-on-citizens-
idUSBRES821.0B820120322/;

27 See, for example, Doug Farah, “How Russian Surveillance Tech is Reshaping Latin America,” Florida International
University (2024), https://digitalcommons.fiu.edu/jgi_research/67/; Insikt Group, “Tracking Deployment of Russian

Surveillance Technologies in Central Asia and Latin America,” Recorded Future, 7 January 2025,
https://www.recordedfuture.com/research/tracking-deployment-russian-surveillance-technologies-central-asia-latin-

america

28 International Police Law Enforcement Academy, Chinese People’s Public Security University, “2017 47 BH 4 & 4
g B4 JE 45 % [2017 Tranian Mid-Tevel and Senior Police Officers Training Completed],” 26 July 2017,
https://read01.com/{jEm72G.html [archived at https://archive.ph /NAK]]
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threats.” In December 2019, the Railway Police College at Zhengzhou Police University (£ # % £ %
fe , AN %EZEFR) provided a two-week “Railway Transport Safety Training course” to
approximately 10 Russian police colleagues.” Sometime between 2016 and 2018, Chinese tech
company Meiya Pico also reportedly facilitated digital forensics training that the company’s materials
describe as “instructed by the Ministry of Public Security.””' The DazyNK, an online news source that
employs a network of informants inside the DPRK, reported in 2021 that North Korea’s Ministry of
Social Security had received police training from the Chinese MPS, focused on both disaster response
and social control; the training reportedly took place virtually given the outbreak of COVID-19 at the

time. >

Conclusion

China’s authoritarian collaboration with Russia, Iran, and North Korea contains lines of activity
intended to enhance regime security for each of the rulers involved. This activity takes place in the
context of China’s growing emergence as a global security provider, with an emphasis on internal
stability, non-traditional security threats, and — in many cases — enhancement of authoritarian political
control. Xi Jinping and the CCP see this role as advancing their own, current vision of “national
security,” which is about selectively revising both China’s domestic politics and the global
environment to facilitate the survival and power of the Chinese Communist Party. It is the “global
vision” for national security that Xi has demanded from his internal security apparatus since 2017.

This means that Beijing is likely to continue to pursue alignhment and cooperation with countries such
as Russia, North Korea, and Iran — and others — to the extent that it perceives those activities as
benefitting the political and regime security of the CCP and China’s socialist system. China’s security
cooperation activities will be shaped, scoped, and limited by those interests as well. China is exporting
the tools of authoritarianism where doing so provides comparative or strategic advantage, but will not
impose a single “model” on others where doing so is unnecessary or counterproductive for regime
security. If the United States and its allies and partners do not understand this grammar and logic of
the CCP’s strategy, we will overlook or misperceive the drivers and future direction of its global efforts.
The United States must also fundamentally reconsider how the interagency organizes, targets, and
resources security force assistance programs worldwide to account for China’s emergence as a global
security provider — one with a very different vision for what security means and how it is accomplished.

29 Henan Police College, “2018 417 B 28 & = 1 5 2 4L B # 6- PE 42 K % [B] 7% 45 I [2018 Tran Emergency Response
Course Was Successfully Completed],” https://pxb.hnp.edu.cn/info/1052/2148.htm [archived at
https://archive.ph/qDwryi]

30 Zhengzhou Police University, “3 2 % 4T 2018 4 # % A % % 12 i % 2 #H15 J1 IF J1 #24L [Our college held the
opening ceremony of the 2018 Russian Railway Transport Safety Training Course|,” 7 December 2018,
http://www.rpc.edu.cn/info/1102/13260.htm [archived at https://archive.ph/uQB38]

31 Meyia Pico, “Meiya Pico Information Security Academy,” undated,
http://web.archive.org/web/20161107120920/http:/ /www.meivapico.com:80/ training/index.html; see also Russia’s
representation on the map at https://archive.ph/gx6mE .

32 Seulkee Jang, “North Korea’s Public Security Gets Training from China,” DaiyNK, 4 August 2021,,
https://www.dailynk.com/english /north-korea-ministry-social-security-receives-training-china-ministry-public-security/;
also printed in The Diplomat, 5 August 2021, https://thediplomat.com/2021/08/north-koreas-public-security-gets-
lessons-from-china/.
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